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Abstract

This paper presents the schedulability analysis for con-
trol messages when networked control loops, built on top
of the Controller Area Network (CAN), are dynamically
allocating bandwidth in terms of their controlled plants’
dynamics. The bandwidth allocation policy is theoreti-
cally described by an optimization problem and practi-
cally solved by the distributed bitwise arbitration of CAN
messages when message identifiers, i.e., priorities, reflect
control applications demands. This poses the problem of
assessing whether the set of real-time messages will meet
their deadlines regardless of run-time priority changes.
This is solved by a schedulability analysis based on re-
cent results on worst-case response time techniques for
real-time CAN applications. The analysis ends up with
the schedulability test for this type of applications.

1. Introduction

For control applications where several control loops
share limited computing resources, the problem of effi-
ciently managing resources with respect to control per-
formance has been recently achieved by resource alloca-
tion (RA) policies. Most of the existing work on RA con-
centrates on performance optimization in processor-based
embedded control systems, e.g. [1-6]. In short, most of
these results suggest methods to efficiently select the con-
trollers’ sampling periods. Formally, many of them are
based on specifying and solving at run-time an optimiza-
tion problem that relates control performance and CPU
utilization. In practice, a resource manager, that is period-
ically executed, knowing the current plant states, assigns
new sampling periods such that a given cost function is
optimized.

Looking at maximizing control performance under
communication bandwidth constraints when several con-
trol loops are closed through a real-time network, i.e., net-
worked control system (NCS, [7]), different approaches
have been presented [8—14]. However, in NCS, a key as-
pect has to be considered due to the inherent distributed
architecture. Different than CPU-based RA approaches,

in NCS, the information required such as plants’ current
states is physically distributed. As a consequence, a re-
source manager can not easily perform the run-time opti-
mization and assign new sampling periods.

The previous observation explains why many of the
approaches trading off control performance and band-
width for NCS provide off-line solutions which may
be enhanced by heuristic run-time adaptations (e.g., [9]
or [11]). Other solutions, where run-time centralized op-
timization is carried out, skip the implementation prob-
lems posed by the distributed architecture, such as in [10].
On the contrary, the run-time RA approaches presented
in [8], [12], [13] and [14] take into account the distributed
nature of NCS. However, none of them addresses schedu-
lability analysis aspects.

In particular, [ 14] presented a distributed resource allo-
cation approach targeting control performance optimiza-
tion for several control loops built on top of the Con-
troller Area Network (CAN) [15]. The approach is theo-
retically described by an optimization problem and practi-
cally solved by the distributed bitwise arbitration of CAN
messages when message identifiers, i.e., priorities, reflect
run-time control applications demands. The solution, that
applies to single-input/single-output networked control
systems, requires using an application profile that man-
dates to specify types of nodes (sensors, controllers and
actuators) and defines how messages identifiers should be
specified with respect to the controlled plant dynamics,
which ends up with the definition of four message classes.

To structure messages in classes is not a new approach
in CAN. For example, it was done in the mixed traffic
scheduling scheme [16] or more recently in the hybrid pri-
ority scheduling schemes [17] and [18]. In [16] message
classes were defined to improve schedulable utilization
while [14] targets to efficiently use the available schedu-
lable utilization in order to improve control applications’
performance. In [17] and [18] different messages classes
were defined by hybrid priority schemes with the objective
of improving control loops stability performances or mini-
mizing bandwidth occupancy. Their approach can be con-
sidered as complementary to the profile defined in [14].

The application of the profile defined by [14] provokes



run-time changes in message priorities because control
demands evolve at run-time. This poses the problem of
assessing whether the set of real-time messages will meet
their deadlines regardless of run-time priority changes.
The contribution of this paper, which extends [14], is to
present the schedulability analysis for these systems. The
schedulability analysis is based on recent results on worst-
case response time techniques for real-time CAN applica-
tions [19], but with the property that messages are divided
into classes, and that message priorities (within a class)
can change at run-time. The analysis ends up with the
schedulability test for this type of applications. The reader
is referred to [20] for an extended research report.

The rest of this paper is organized as follows. Section 2
summarizes previous results [14] in order to provide the
appropriated background. Section 3 sets the preliminar-
ies for the schedulability analysis, which is developed in
Section 4. Section 5 presents the schedulability test and
extends its applicability. Section 6 concludes the paper.

2. Background

The networked architecture considered in this work is
the following: each controller and plant constitute a con-
trol loop closed over the network, and each controller is
assumed to be implemented in separate nodes. That is,
sampling, control algorithm computation and actuation
are performed in separated nodes. These nodes exchange
sample and control signal informations through the net-
work shared by all nodes of all control loops. Therefore,
network bandwidth is the scarce resource that must be al-
located among the control loops.

2.1. RA problem, solution and practical considerations

The problem to be solved is how to assign the scarce
network bandwidth to the set of control loops such that all
messages are schedulable and overall control performance
is maximized, knowing that the controllers will provide
better performance when given more network bandwidth.
The key assumption is that all controllers can not run,
simultaneously, at their highest possible sampling fre-
quency due to bandwidth limitations, so they cannot pro-
vide the best possible control performance. In [14] it is
shown that the problem to be solved can be formulated as
a constrained optimization problem whose solution dic-
tates that, after a minimum bandwidth share is guaranteed
to each control loop, the remaining available bandwidth
should be assigned to the control loop with largest error
(possibly weighted), where the error is defined as a func-
tion of the plant state. Note that a uniform error model is
required to use this solution.

Therefore, the optimal solution requires to compute a
function, largest error, that takes parameters, errors, from
different nodes. This function has to be computed effi-
ciently and with a small (and bounded) number of mes-
sages. In fact, since control systems are extremely sensi-
tive to timing variations, it is required that the time spent

on computing and executing the bandwidth reallocation
solution should be negligible with respect the dynamics
of the set of controlled plants. Therefore, it would be de-
sirable to have a solution with a time-complexity that does
not depend on the number of nodes.

Depending on the type of communication protocol con-
sidered in the implementation, the previous requirement
may not be met. In [14] it is discussed that the opti-
mal policy could be achieved using centralized protocols.
However, their primary limitation is that they assume the
existence of a master node that knows the current state of
all controlled plants. Maintaining a global state can be
problematic in practice, increasing network traffic and la-
tencies, and introducing a central point of failure.

Without assuming that all the information required to
solve the allocation problem is localized in a single node,
a different solution is required. The key idea in [14] is
to observe that CAN permits to schedule messages on a
priority based semantics, and that a feasible implementa-
tion of the optimal bandwidth allocation policy could take
advantage of this property. Intuitively, for the distributed
implementation of the optimal solution, [14] proposes to
encode at run-time plants’ errors into each message identi-
fier in order to have the solution implemented at the CAN
bitwise arbitration resolution. Therefore, structural prop-
erties of CAN permit to efficiently implement the optimal
policy because calculating the largest error of all plants re-
duces to resolve the arbitration and to observe its winner.

2.2. Application profile

The previous intuitive solution is achieved in [14] by
defining an application profile for CAN extended frames
(known as CAN 2.0 B) but the extension to CAN base
frames (known as CAN 2.0 A) is straightforward.

The application profile allows the following function-
alities. First, control signal messages are given the highest
priority in order to be guaranteed and thus minimize laten-
cies in each control loop operation. Also, sampler nodes
have to be assigned a minimum bandwidth share (period-
icity) to guarantee stability. Secondly, non-control mes-
sages behave as expected in terms of being granted bus
access once control messages and periodic sampler mes-
sages have been guaranteed. Finally, the sampler node
with highest error is assigned the bandwidth left over.
These functionalities are achieved by deploying the set of
networked control loops using different type of nodes and
messages classes. Four types of nodes are defined:

e Sampler nodes: they sample the plant at the maxi-
mum rate (given by the sensor hardware limitations),
compute the plant error, and try to send this informa-
tion (plant error and plant state) over the network.

e Controller nodes: each controller node, after receiv-
ing a sampler message, computes (using the plant
state) and sends the control signal to the correspond-
ing actuator.
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Figure 1. Bit encoding for message classes.

e Actuator nodes: they apply the control signal to the
plant upon reception of the control signal message.

e Other nodes: they do other non-control activities.

Four messages classes are defined, characterized by the
first 3 bits of the 29 bits message identifier (Figure 1):

e 000 (control messages): This class contains the
highest priority messages, which are always granted
to win bus access. These messages will be used by
controller nodes to send control signal messages to
actuator nodes. They are only send upon reception
of a sampler message.

e 001 (granted sensor messages): This class contains
the second higher priority messages, which have to
be also always granted in the bus. These messages,
with a guaranteed minimum periodicity, will be used
by sensor nodes to send plant states to controller
nodes. Apart from the first 3 bits, the following 16
bits will encode the 1’s complement of the plant er-
ror in such a way that the sample node with highest
error will always win access to the bus in front of the
other sampler nodes in the case of collisions.

e 010 (general purpose messages): This class contains
all non-control messages and their identifier encod-
ing should be as thought originally, but with 010 in
the first 3 bits.

e 011 (best effort sensor messages): This class con-
tains the lowest priority messages, and they are not
guaranteed. These messages will be used by all sam-
pler nodes to send as many messages as possible.
Apart from the first 3 bits, the following 16 bits will
code the plant error like messages of class 001. By
doing so, the bandwidth left over will be re-assigned
at run-time to the node with highest error.

The four traffic classes are distinguished by the first
3 bits of the message identifier. Although 2 bits would
suffice (as originally presented in [14]), practical consid-
erations prevent using only 2 bits. CAN does not allow to

have the most significant 7 bits recessive, i.e., 1. There-
fore, if only 2 bits were used to code the class types, the
last class would be distinguished by 11. This code to-
gether with the error value (see Figure 1) could result in 7
recessive bits. To avoid this problem, 3 bits are used.

By analyzing the CAN arbitration applied to all pos-
sible combinations of collisions of all messages of all
classes, it is analytically shown and experimentally vali-
dated in [14] that the desired functionality mandated by
the optimal policy is fully achieved [20].

In [14] it is observed that after sampler messages
(classes 001 and 011) there will always be in the bus con-
trol messages (class 000). This precedence relation is said
to hold because it is assumed that the time spent by the
controller node to both compute the control signal and
place the message in a transmitter buffer is less than the
inter-frame time (3 bits time), which is a realistic assump-
tion taking into account standard CAN bit rates and cur-
rent microprocessor’s speed. The schedulability analysis
presented next takes this assumption into account. How-
ever, later on, this assumption is removed to extend the
analysis to all possible cases.

3. Schedulability analysis: preliminaries

This section motivates the need for the schedulability
analysis, shortly reviews the latest results on worst-case
response time analysis, and presents convenient notation.

3.1. Motivating example

Figure 2 shows an example of how the CAN traffic
is affected when the application profile is applied. The
top subfigure presents the traffic of CAN in standard op-
eration. The bottom subfigure shows the traffic of CAN
when using the profile. In both subfigures, general pur-
pose traffic (dashed boxes, class 010) share the network
with those messages required in the operation of two con-
trol loops, where black boxes represent control messages
(class 000), white boxes represent granted sensor mes-
sages (class 001) and gray boxes represent best effort sen-
sor messages (class 011) that only appear when the profile
is used (bottom subfigure).

In the top subfigure, pairs of white and black boxes in
the bottom correspond to the sampling and control mes-
sages of one control loop. Similarly, pairs of white and
black boxes in the middle of the top subfigure correspond
to the sampling and control messages of the second con-
trol loop. As it can be seen, they are periodically trig-
gered, and they have the same periodicity. When using
the application profile, bottom subfigure, these pairs still
appear. But in addition, more control messages (black
boxes) are sent because they are triggered by best effort
sensor messages (gray boxes). In fact, the new pairs of
gray and black boxes apply to either control loop depend-
ing on which loop is experiencing the largest error. As it
can be seen, the largest error is mainly being detected in
the control loop whose messaging is in the middle of the
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Figure 2. CAN traffic with (bottom subfigure) or without (top subfigure) the application profile.

bottom subfigure.

The use of the application profile slightly alters the
transmission timing and ordering of the set of messages.
Two main alterations can be observed:

e Permutations: By comparing the top and bot-
tom subfigures of Figure 2, it can be observed
that two pairs of granted sensor/control messages
(white/black boxes) of the top subfigure right after
time 0.02s affecting both control loops permute in
time in the bottom subfigure due to a priority change.
This is due to the fact that, using the application pro-
file, granted sensor messages competing for the net-
work win access to CAN depending on the errors that
the sensed plants are experiencing.

e Delayed transmissions: In addition, the use of the
application profile may delay pairs of granted sen-
sor/control messages or general purpose messages.
In particular, as it can be seen in Figure 2, the pair of
granted sensor/control messages sent at time 0.04s
in the top subfigure are delayed in the bottom sub-
figure due to insertion in the bus of pairs of best ef-
fort sensor/control messages. For the same reason,
the third general purpose message (dashed box) after
time 0.02s starts later in the bottom subfigure.

Hence, comparing the standard CAN traffic and the re-
sulting traffic when using the application profile, some
anomalies can be detected and must be formally analyzed.

3.2. CAN worst-case response time analysis revisited
Response time analysis for CAN aims to provide a
method of calculating the worst-case response time of
each message. This value can be compared to the mes-
sage deadlines to determine if the system is schedulable.
From [19], the worst-case response time of a message
1 on CAN without using the application profile is given by

Ri=Ji+W;+C; ey

where J; is the queuing jitter, IW; is the queuing delay and
C; is the transmission time. Parameter .J; corresponds to
the longest time between the initiating event and the mes-
sage being queued and ready to be transmitted. Hence-
forth, and without losing generality, we will omit J; be-
cause it is not affected by the application of the profile.

Parameter W; corresponds to the longest time that the
message can remain in the queue before commencing suc-
cessful transmission. It comprises two elements: blocking
time B; due to messages which may be in the process of
being transmitted and interference time due to higher pri-
ority messages which may win arbitration and be trans-
mitted in preference to message ¢. In [19] is is shown that

W= B + Z [W +tbzt—‘ c ?)

j€hp(i)

where hp(i) is the set of messages with priorities higher
than ¢, [a/b] is notation for the ceiling function which
returns the smallest integer greater than or equal to a/b,
Lyt 1s the bit time, and T is the period of the jth message.
Equation (2) is solved using the recurrence relation

) W + ty;
Wit =B+ Y [ } I E)
Jjehp(i)
with W = B; as a suitable initial condition. Denoting by

D; the ith—message deadline, (3) iterates until, either

RFFY =W+ C; > D; )
in which case the message is not schedulable, or
Wk+1 Wk (5)
in which case the message ¢ is schedulable provided

B; = BMAX and RF' =W £ C; < Dy (6)
The later condition has been shown (through equation
(17) in [19]) to be a sufficient condition for schedulabil-
ity test of the message i, where BM4X is the blocking
time that is equal to the transmission time of the longest
possible CAN message (8 bytes), irrespective of the char-
acteristics and priorities of the messages in the system.
The worst-case response time of the i'” message is

given at the end of the recurrence iteration by

pMAX | E: {W/_+%”]CU+C@

Jj€hp(i)

R =Wt e =

@)
Eq. (7) holds for deadlines no greater than periods [19].



3.3 Notation
The following notation is introduced:

e () denotes the set of messages to be scheduled.

e )y denotes the subset of control messages: Qp =
{7 € Q: class(r;) = 000}

e (2 denotes the subset of granted sampler messages:
Oy ={n € Q: class(r;) = 001}

e (), denotes the subset of general purpose messages:
Oy = {1 € Q: class(r;) = 010}

e (23 denotes the subset of best effort sampler mes-
sages: Q3 = {7, € Q: class(r;) = 011}

If each granted sampler message or each best effort
sampler message is followed by a control message, we
can simplify the notation by joining €24 or Q3 with )¢ as

e Qf denotes the subset of join messages of €2y and
Q: Qf = {7 € Q: class(r;) = 001 with C; =
COV 4 tinter frame + CP°}. That is, each i'"-
message in 2] has a transmission time that in-
cludes the transmission time of the i*"-granted sam-
pler message, the interframe time, and the transmis-
sion time of the i*"-control message.

e (7 denotes the subset of join messages of €2y and
Q3: QF = {7 € Q: class(r;) = 011 with C; =
CM 4 tinter frame + CP0}. That is, each "
message in Q;{ has a transmission time that includes
the transmission time of the i*"-best effort sampler
message, the interframe time and the transmission
time of the i'"-control message.

4. Schedulability analysis: case study

The schedulability analysis explores all the relevant
cases that may happen due to the dynamic priority
changes. The controlled plant dynamics causes priority
changes in messages belonging to Qf Therefore, we
have to analyze how these changes affect the worst case
response time of messages belonging to Q" (Case 1), to
Qs (Case 2), and to 23 (Case 3). For the sake of complete-
ness of the analysis, we also have to analyze how the worst
case response time of messages belonging to Qf Uy is
affected when best effort messages are introduced. This
analysis demands a slight modification of (7), announced
as Case 0 and it is fully covered in Case 4.

4.1. Case 0

The worst case response time of a message was given
in (7) where BMAX is the blocking time corresponding to
the transmission time of the longest possible CAN mes-
sage. The application profile introduces new traffic: new
pairs of best effort sensor/control messages appear in the
network. Hence, (7) should also include the case that any

message willing to enter the bus may be blocked by one
sequence of these new pairs of messages. Formally, the
recurrence when using the application profile should be

y WE + ty:
I\IAX++ Z " + bt-‘C+C

Jj€hp(d)

RIFY = wlitlic =

3
where = max (BM4X longest(r;) € QF ).
The situation analyzed in this case provokes delayed
transmissions, as previously illustrated in Figure 2.

BMAX+

Observation 1 When using the application profile, the
worst case response time analysis of any message has to
be performed using (8).

4.2. Case 1

This case studies the worst case response time of mes-
sage 7, € €7 when a priority change occurs between
two messages of . This case can be alternatively an-
nounced as follows. If RZ'H is the solution of (8) for
message 7 € 2] when the priority of 7; € Q] is higher
than the priority of 7; € Qf, then R} may not be the
solution of (8) for message 75, when the priority of 7; is
higher than the priority of 7;.

Proposition 1 The priority change between any two mes-
sages of Qf can alter the worst case response time of a
message of 7.

Proof. The possible priority changes with respect to a
message 7, € Q are:

1. 7; € hp(k) and 7; € hp(k) (the two messages that
permute their priorities have higher priorities than
Tk ): For this case, the worst case response time R {ZH

of 75, is not altered by the priority changes. R”Jr

W+ ty;
Z ’7%—‘ Cj + Cp.

j€hp(k) I
9

Knowing that hp(k) is the set of higher prior-
ity messages than 7y, it holds that hp(k)origina =
hp(k:)permmed. Therefore, to alter the order of two fac-
tors of the summand in (9) do not affect the result.

2. 7; ¢ hp(k) and 7; ¢ hp(k) (the two messages that
permute their priorities have lower priorities than 7%):
Since there are no modifications in hp(k), the worst
case response time of 7, remains the same.

Rn+1 BMAX+ +

3. 7; ¢ hp(k) and 7; € hp(k) (from the two messages
that permute their priorities, one has higher priority
than 7%): We have to consider two scenarios. The
first scenario consists in considering that all mes-
sages of ()] always send 8 data bytes. This implies
that all messages are equal in terms of transmission
time if T; = T} (their periods are the same), which
implies that we can not make a difference between 7;



and 7;. In this case, the worst case response time is
not altered because

Wi + tyit | Wkt tei |
il b el UL

J
The second scenario consists in considering that
messages of ] do not send the same number of
bytes or that T; = T7;. Therefore, condition (10) does
not hold anymore and the worst case response time
of 71, can be altered by the permutation.

4. 7; ¢ hp(k) and 7; = 7, (one of the two messages
that permute their priorities is 7, and the other one
has a lower priority): In this case the number of
summands of (9) before the permutation is less than
the number that we can have after the permutation,
which implies that the worst case response time of 7
can drastically increase. The only situation in which
we have guarantees that the permutation will benefit
the worst case response time of 75 is when 7y, is the
lowest priority message of Q right before the per-
mutation. In this case, any permutation provokes a
reduction of its worst case response time.

5. 7; € hp(k) and 7; = 73, (one of the two messages
that permute their priorities is 7, and the other one
has a higher priority): In this case, then number of
summands of (9) before the permutation is bigger
than the number that we can have after the permuta-
tion, which implies that the worst case response time
of 73, always decreases.

The situation given by Proposition 1 was illustrated in
Figure 2, where it can be seen that pairs of granted sensor
and control messages are permuted at run time. And this
actually affects their worst case response time.

Observation 2 Proposition 1 implies that schedulabil-
ity of ) is affected by messages of QX when priority
changes occurs between messages of Q. Then, in or-
der to guarantee schedulability while accounting for pri-
ority changes, the worst case response time analysis of all
k" messages of Qf has to be performed considering that
hp(k) = Qf — {7}, that is, considering that all mes-
sages of Q" are of higher priority than the message under
analysis, Tg.

4.3. Case 2 and Case 3

These cases share a common fact: both look at how the
worst case response time of messages belonging to lower
priority classes (€23 or €23) than messages of 2] would be
affected with respect to permutations of messages of Q.
For this reason the rest of this subsection focuses on Case
2. The study of Case 3 would follow exactly the same
argumentation.

Hence, this case studies the change on the worst case
response time of message 7, € (23 when a priority change
occurs between two messages of Qf, which can be alter-
natively announced as follows. If RZ“ is the solution of
(8) for message 71, € (2 when the priority of 7; € Q] is
higher than the priority of 7; € Qf, then RE'H is also the
solution of (8) for message 75, when the priority of 7; is
higher than the priority of 7;.

Proposition 2 The priority change between any two mes-
sages of QO does not alter the worst case response time of
any message of (o.

Proof. The worst case response time R} ! of 75, € Q is

RZ+1 — pMAX*T 4 Z
jehp(k)

{M-‘ C;+Cy. (11)

J

Knowing that hp(k) is the set of higher priority mes-
sages of 7, it holds that 27 C hp(k). Therefore, to alter
the order of two factors of the summand in (11) do not
affect the result. O

As it is illustrated in the example shown in Figure 2,
the first general purpose message after 0.002 is not altered
by the permutation occurring right before.

Observation 3 Proposition 2 implies that schedulability
of Q is not affected by messages of Qo when priority
changes occurs between messages of ). Therefore, to
check schedulability we only require to evaluate the worst
case response time of all messages of Q)2 in only one sce-
nario of priorities.

4.4. Case 4

This case studies the change on the worst case response
time of message 7, € €] U Q2 when messages of {23
are introduced in the bus. This case can be alternatively
announced as follows. If RZH is the solution of (8) for
message 7, € Qf U Qy when considering that 2 = Q7 U
5, then RZ“ is also the solution of (8) for message T
when 2 = QF U Qs U Q3.

Proposition 3 The priority change between any two mes-
sages of Q3 does not alter the worst case response time
of any message of Q1 U Qa. The same happens if new
messages of )3 appear in the bus or when messages of ()3
terminate.

Proof. The worst case response time RZH of any mes-
sage 71, € Qf U Qy is given by

[W;? + tpir

J

RZH — pMAX* 4 Z

jehp(k)

Knowing that hp(k) is the set of higher priority mes-
sages of 7y, RZH is not altered if two messages 7;,7; €



Schedulability test
{
Schedulable=true
For all 7, messages of ;"
Compute R} (8) where hp(k) = Qf — {71}
If R > Dy, then Schedulable=false
For all 7;, messages of ),
Compute R} (8) where hp(k) = QF
If Rt > D, then Schedulable=false
return Schedulable

[o=IEN o) WU, TN SN US T S I

}

Figure 3. Schedulability test.

Q3 change their priorities because 23 ¢ hp(k). The same
holds regardless of whether the number of messages in 23
increases or decreases. O

As it was illustrated in the example shown in Figure 2,
the insertion of best effort messages could delay the trans-
mission of general purpose messages. But their worst-
case response time remains the same.

Observation 4 Messages of (13 are not guaranteed in the
bus by definition of the application profile because they
are considered best effort messages, with the lowest set
of priorities. Therefore they have to be discarded in the
schedulability analysis.

5. Schedulability test

To guarantee that all messages of CAN-based control
applications enabled with the presented profile will meet
their deadlines, the schedulability test shown in Figure 3
has to be applied. It is built upon observations 1, 2, 3 and
4. Observation 1 is included in lines 3 and 6. Observa-
tion 2 is reflected in lines 2-4. Observation 3 is reflected
in lines 5-7. The last observation is also reflected in the
test, in the sense that since best effort messages (£13) are
not guaranteed, they do not need to be analyzed for their
worst case response time.

Note that the schedulability test (Figure 3) is based
on the previous case study (Section 4) that addressed the
schedulability in the final states of the priority changes,
not “during” the priority changes. Since priority changes
give rise to mode changes, the schedulability analysis
should also include mode changes. However, observation
2 already imposed a pessimistic rule in the schedulability
test that includes the effect that mode changes would have
in the worst case response time of messages of class Q.

The new schedulability test restricts message set
schedulability with respect to the standard schedulability
test presented in [19]. In particular, the restriction affects
only granted sensor and control messages when account-
ing for the priority changes. That is, a given specifica-
tion of timing constraints for these messages may result
in a feasible schedule according to [19] but unfeasible ac-

Figure 4. Analysis of control node execution
time being longer than the interframe time.

cording to the presented schedulability test. In any case,
priority changes do not affect general purpose message
feasibility (recall observation 3).

The apparent limitation given by the feasibility restric-
tion is overcome by the improvement on control perfor-
mance that is achieved when using the application profile
(see [14]). It is left for future work to assess the trade off
between the achievable benefits in terms of control perfor-
mance vs. the schedulability restrictions that are imposed.

5.1. Extension

The schedulability analysis and the derived test pre-
sented in Sections 4 and 5 assumed that granted sampler
messages or best effort sampler messages are always fol-
lowed by a control message (messages of classes 2] and
Q;{). The reason for this assumptions is that the time spent
by the i*" controller node upon reception of any sampler
message to both compute the control signal and place the
message in a transmitter buffer, namely C/’, is less than
the inter-frame time, ¢;¢. Therefore, any other message of
class 21, 29 or {23 ready to be transmitted, will not win
bus access until the control message has been sent.

This assumption is realistic because at the faster CAN
bit rate, the inter-frame time is 3ms. And for a stan-
dard microcontroller with a standard clock, e.g. for a
PIC18F458 with a 20MHz oscillator, the execution time
of a control algorithm is of the order of 10us. Hence, the
controller computation time C{” is by far shorter than the
interframe time. However, in some implementations, the
assumption may not hold and further analysis is required.
In this case, when Cz—P > t;5, the transmission time of
the messages belonging to classes Q] and Q; can no be
computed as defined in Section 3.3.

The transmission time C; of these messages can be
longer. First, C; has to include the time spent for transmit-
ting the sensor message (C = C9' or C'! for granted
or best effort messages) and the control message (C?°).
Note that according to the message classes definition, all
control messages take the same transmission time, namely
C©, while CF vary. Let C . denote the the transmission
time of a the shortest sensor message in 2.

Second, C; has to include the controller node process-
ing time C}’, and all time spent by other messages that
can be transmitted within the node processing time and



that may delay the transmission of the control message.
Figure 4 illustrates this case in the worst scenario. The
top boxes in the left and right side represent the i*" sensor
message and corresponding control message. The con-
troller node processing time C/ is also represented. Al-
though the i*" control message, Cic , is ready for transmis-
sion after C, it is blocked by BMAX ™™ (in the bottom of
the subfigure) and by several control messages C gen-
erated by sensor messages transmitted during C7. The
more sensor message that enter during C'7, the more con-
trol messages C¢ that can delay C. The worst case sce-
nario is given when all the control messages have C5 . .
And BMAX™ i the maximum among the transmission
time of the longest general purpose message or the longest
time spent by the messaging of a j*" closed loop operation
that includes sensor message, processing time and control
message. Formally, being C; = C’]-S + CJP +C°,

BMAXT — max(BMAX longest(r;) € QF U Q).
(13)
By putting all together, the transmission time C; of any
message in 2 and Q7 is given by

P
C;=CS 4+ CF 4 BMAXTT | {CC—J cC+c (14)

where |a/b] is the notation for the floor function which
returns the biggest integer smaller than or equal to a/b.

By updating the schedulability analysis and schedula-
bility test in Sections 4 and 5 using (14), the case of hav-
ing control nodes with a longer processing time than the
interframe time is also covered.

6. Conclusions

This paper has presented a complete schedulability
analysis of an application profile for networked embed-
ded control systems that allows to implement an opti-
mal bandwidth allocation policy among networked con-
trol loops using the CAN arbitration. From the analysis, a
pessimistic schedulability test has been derived.
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